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Introduction



Provenance

Provenance: information about the origin of data and the process by which
it was produced

In data management, we care about data transformations.

D1

D2

D3

transformation
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O2

prov

prov
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Types of provenance: Workflow provenance

Workflow provenance: history and lineage of data in a computational
workflow [Davidson et al., 2007]

raw_reads.fastq reference.fa

BWA-MEM v0.7.17
2024-01-10

aligned.bam

GATK HaplotypeCaller v4.4
2024-01-11

variants.vcf
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Types of provenance: Workflow provenance

Workflow provenance: history and lineage of data in a computational
workflow [Davidson et al., 2007]

• uniquely identifies the data (dataset granularity) used and produced

• documents actions used (tool, date, version, etc.)

• results in a directed acyclic graph structure (dataflow)

• formalized in the W3C PROV standard [W3C, 2024]
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Types of provenance: Fine-grained provenance

Fine-grained provenance: information about data fragments that
contributed to the production of a given result [Green et al., 2007]

name city

John N. York t1
Paul N. York t2
Dave Paris t3
Ellen Berlin t4
Magdalen Paris t5
Nancy Paris t6
Susan Berlin t7

πcity−−→

city

N. York {t1}, {t2}
Paris {t3}, {t5}, {t6}
Berlin {t4}, {t7}
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Types of provenance: Fine-grained provenance

In databases, fine-grained provenance can be used to:

• understand the results of a query by tracing back to the input data

• understand how the query results react to changes in the data

• debug queries by identifying the source of errors in the results
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Why-provenance

Why provenance – which input data contributed to the production of a
given result:

• linked to the concept of data lineage in databases

• one way to represent is via witness sets (of input tuples)

name city

John N. York t1
Paul N. York t2
Dave Paris t3
Ellen Berlin t4
Magdalen Paris t5
Nancy Paris t6
Susan Berlin t7

πcity−−→

city

N. York {t1}, {t2}
Paris {t3}, {t5}, {t6}
Berlin {t4}, {t7}
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How-provenance

How provenance – how the result has been computed, e.g., which
operations were applied to which input data to produce the result

• semiring provenance is a mathematical framework for how-provenance

name dept

John 1 e1
Paul 1 e2
Dave 2 e3

⋊⋉dept

dept city

1 N. York d1

2 Paris d2

name city

John N. York e1 ⊗ d1

Paul N. York e2 ⊗ d1

Dave Paris e3 ⊗ d2
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Where-provenance

Where provenance – where the result came from, e.g., which input data
values were used to produce the result

• centered more on data values than on tuples

name dept

John 1 e1
Paul 1 e2
Dave 2 e3

⋊⋉dept

dept city

1 N. York d1

2 Paris d2

name city

John N. York {e1.name, d1.city}
Paul N. York {e2.name, d1.city}
Dave Paris {e3.name, d2.city}
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Provenance

Provenance: additional annotations on data, allowing to propagate useful
information on the query results

• how the result has been computed

• how it reacts to changes in the data

Data provenance as additional information: attached to each tuple,
computed at query time
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Semiring Provenance

Semiring provenance: mathematical foundation of provenance based on
annotations being elements of a semiring; introduced in the context of
relational databases [Green et al., 2007]

Why semirings? – operators verifying axioms

• ⊕ corresponds to choices (projections, unions)

• ⊗ corresponds to composition (joins, products)

Computational view of provenance – not only informational
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Relational Data Model with Annotations

• Relational data model: data decomposed into relations, with labeled
attributes. . .

• . . . with an extra provenance annotation for each tuple (think of it
first as a tuple id)

name position city classification prov

John Director New York unclassified t1
Paul Janitor New York restricted t2
Dave Analyst Paris confidential t3
Ellen Field agent Berlin secret t4
Magdalen Double agent Paris top secret t5
Nancy HR director Paris restricted t6
Susan Analyst Berlin secret t7
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Relations and Databases

Formally:

• A relational schema R is a finite sequence of distinct attribute names;
the arity of R is |R|

• A database schema is a mapping from relation names to relational
schemas, with finite support

• A tuple over relation schema R is a mapping from R to data values;
each tuple comes with a provenance annotation

• A relation instance (or relation) over R is a finite set of tuples over R
• A database instance (or database) over database schema D is a

mapping from the support of D mapping each relation name R to a
relation instance over D(R)
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Queries

A query is an arbitrary function that maps databases over a fixed database
schema D to relations over some relational schema R

• In practice, restricted query languages (relational algebra / first order
logic, SQL with aggregations)

• The query does not consider or produce any provenance annotations

• . . . we need semantics for the provenance annotations of the output,
based on that of the input
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Semiring Provenance



Semirings

Definition (Semiring)
A semiring is an algebraic structure (K,⊕,⊗, 0, 1) where K is some set, ⊕
and ⊗ are binary operators over K, and 0 and 1 are elements of K,
satisfying the following axioms:

• (K,⊕, 0) is a commutative monoid: (a⊕ b)⊕ c = a⊕ (b ⊕ c),
a⊕ b = b ⊕ a, a⊕ 0 = 0 ⊕ a = a;

• (K,⊗, 1) is a monoid: (a⊗ b)⊗ c = a⊗ (b ⊗ c), 1 ⊗ a = a⊗ 1 = a;

• ⊗ distributes over ⊕: a⊗ (b ⊕ c) = (a⊗ b)⊕ (a⊗ c);

• 0 is annihilator for ⊗: 0 ⊗ a = a⊗ 0 = 0.
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Semirings – Examples

Tropical semiring. (R+ ∪ {∞},min,+,∞, 0), equivalent to

Viterbi semiring. ([0, 1],max,×, 0, 1)

Top-k semiring. ((R+ ∪ {∞})k ,mink ,+k , (∞, . . . ,∞), (0,∞, . . . ,∞)), k ≥ 1

Counting semiring. (N ∪ {∞},+,×, 0, 1)

Boolean semiring. ({⊥,⊤},∨,∧,⊥,⊤)

Min-max semiring. (R+ ∪ {∞},min,max,∞, 0)

k-feature semiring. ((R+)k ,min,max, (∞)k , (0)k), k ≥ 1

Why semiring. (2T ,∪,∪, ∅, {ϵ}) where T is a set of tuple ids, and ϵ is the
empty set

Integer polynomial semiring. (N[X ],+,×, 0, 1) where X is a finite set of
variables, and +, ×, 0, 1 are the standard polynomial operators
and values
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Algebraic Properties

Algebraic Foundations – Operators ü and ¢

vu w x
s1 s2 s3

¢-associativity: s1 ¢ s2 ¢ s3 := (s1 ¢ s2) ¢ s3 = s1 ¢ (s2 ¢ s3)

vu

s1
s2
s3

ü-commutativity: s1 ü s2 = s2 ü s1
ü-associativity: s1 ü s2 ü s3 := (s1 ü s2) ü s3 = s1 ü (s2 ü s3)

vu v
neutral ü element: üÿ := 0̄ neutral ¢ element: ¢ÿ := 1̄
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⊗-associativity: s1 ⊗ s2 ⊗ s3 := (s1 ⊗ s2)⊗ s3 = s1 ⊗ (s2 ⊗ s3)

Algebraic Foundations – Operators ü and ¢

vu w x
s1 s2 s3

¢-associativity: s1 ¢ s2 ¢ s3 := (s1 ¢ s2) ¢ s3 = s1 ¢ (s2 ¢ s3)

vu

s1
s2
s3

ü-commutativity: s1 ü s2 = s2 ü s1
ü-associativity: s1 ü s2 ü s3 := (s1 ü s2) ü s3 = s1 ü (s2 ü s3)

vu v
neutral ü element: üÿ := 0̄ neutral ¢ element: ¢ÿ := 1̄
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⊕-commutativity: s1 ⊕ s2 := s2 ⊕ s1

⊕-associativity: s1 ⊕ s2 ⊕ s3 := (s1 ⊕ s2)⊕ s3 = s1 ⊕ (s2 ⊕ s3)
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Algebraic Properties
Algebraic Foundations – Mixing both Operators

vu

w

x

s1
s2

s3

¢ distributivity over ü: s1 ¢ (s2 ü s3) = (s1 ¢ s2) ü (s1 ¢ s3)

vu w
s1

0̄ annihilates ¢: 0̄ ¢ s1 = 0̄

12/57

⊗ distributes over ⊕: s1 ⊗ (s2 ⊕ s3) := (s1 ⊗ s2)⊕ (s1 ⊗ s3)Algebraic Foundations – Mixing both Operators

v u

w

x

s1
s2

s3

¢ distributivity over ü: (s2 ü s3) ¢ s1 = (s2 ¢ s1) ü (s3 ¢ s1)

vu w
s1

0̄ annihilates ¢: s1 ¢ 0̄ = 0̄
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⊗ distributes over ⊕: (s1 ⊕ s2)⊗ s3 := (s1 ⊗ s2)⊕ (s1 ⊗ s3)

18/56



Types of Semirings

Commutative: ∀a, b ∈ K, a⊗ b = b ⊗ a

• e.g.: all examples (but formal languages are not commutative)

Idempotent: ∀a ∈ K, a⊕ a = a, natural order a ⊑ b iff ∃c ∈ K s.t. a⊕ c = b

• e.g.: tropical, Viterbi, Boolean, k-feature
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Semiring provenance [Green et al., 2007]

• We fix a semiring (K,⊕,⊗, 0, 1)

• We assume provenance annotations are in K

• We consider a query q from the positive relational algebra (selection,
projection, renaming, cross product, union)

• We define a semantics for the provenance of a tuple t ∈ q(D)

inductively on the structure of q
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Selection, renaming

Provenance annotations of selected tuples are unchanged

ρname→n(σcity=“New York”(R))

name position city classification prov

John Director New York unclassified t1

Paul Janitor New York restricted t2

Dave Analyst Paris confidential t3

Ellen Field agent Berlin secret t4

Magdalen Double agent Paris top secret t5

Nancy HR director Paris restricted t6

Susan Analyst Berlin secret t7

n position city classification prov

John Director New York unclassified t1

Paul Janitor New York restricted t2

• no transformation is occurring, so the provenance annotations are
unchanged
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Projection

Provenance annotations of identical, merged, tuples are ⊕-ed

πcity(R)

name position city classification prov

John Director New York unclassified t1

Paul Janitor New York restricted t2

Dave Analyst Paris confidential t3

Ellen Field agent Berlin secret t4

Magdalen Double agent Paris top secret t5

Nancy HR director Paris restricted t6

Susan Analyst Berlin secret t7

city prov

New York t1 ⊕ t2

Paris t3 ⊕ t5 ⊕ t6

Berlin t4 ⊕ t7

• only distinct values are kept
22/56



Union

Provenance annotations of identical, merged, tuples are ⊕-ed

πcity(σends-with(position,“agent”)(R)) ∪ πcity(σposition=“Analyst”(R))

name position city classification prov

John Director New York unclassified t1

Paul Janitor New York restricted t2

Dave Analyst Paris confidential t3

Ellen Field agent Berlin secret t4

Magdalen Double agent Paris top secret t5

Nancy HR director Paris restricted t6

Susan Analyst Berlin secret t7

city prov

Paris t3 ⊕ t5

Berlin t4 ⊕ t7

• common values are merged as alternatives
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Cross product / Joins

Provenance annotations of combined tuples are ⊗-ed

πcity(σends-with(position,“agent”)(R)) ⋊⋉ πcity(σposition=“Analyst”(R))

name position city classification prov

John Director New York unclassified t1

Paul Janitor New York restricted t2

Dave Analyst Paris confidential t3

Ellen Field agent Berlin secret t4

Magdalen Double agent Paris top secret t5

Nancy HR director Paris restricted t6

Susan Analyst Berlin secret t7

city prov

Paris t3 ⊗ t5

Berlin t4 ⊗ t7

• tuples most exist in both sides to be combined
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What can we do with semirings?

counting semiring: count the number of times a tuple can be derived,
multiset semantics

Boolean semiring: determines if a tuple exists when a subdatabase is
selected

min-max semiring: e.g. security to determine the minimum clearance
level required to get a tuple as a result

tropical semiring: minimum-weight way of deriving a tuple (think
shortest path in a graph)

Boolean functions: Boolean provenance, as previously defined

integer polynomials: universal provenance, see further

Why-semiring: Why-provenance [Buneman et al., 2001], set of
combinations of tuples needed for a tuple to exist
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Example of Boolean (function) provenance

πcity(σname<name2(πname,city(R) ⋊⋉ ρname→name2(πname,city(R))))

name position city prov

John Director New York t1

Paul Janitor New York t2

Dave Analyst Paris t3

Ellen Field agent Berlin t4

Magdalen Double agent Paris t5

Nancy HR director Paris t6

Susan Analyst Berlin t7

city prov

New York t1 ∧ t2

Paris (t3 ∧ t5) ∨ (t3 ∧ t6) ∨ (t5 ∧ t6)

Berlin t4 ∧ t7
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Example of counting provenance

πcity(σname<name2(πname,city(R) ⋊⋉ ρname→name2(πname,city(R))))

name position city prov

John Director New York 1
Paul Janitor New York 1
Dave Analyst Paris 1
Ellen Field agent Berlin 1
Magdalen Double agent Paris 1
Nancy HR director Paris 1
Susan Analyst Berlin 1

city prov

New York 1
Paris 3
Berlin 1

27/56



Example of security provenance

πcity(σname<name2(πname,city(R) ⋊⋉ ρname→name2(πname,city(R))))

name position city prov

John Director New York unclassified
Paul Janitor New York restricted
Dave Analyst Paris confidential
Ellen Field agent Berlin secret
Magdalen Double agent Paris top secret
Nancy HR director Paris restricted
Susan Analyst Berlin secret

city prov

New York restricted
Paris confidential
Berlin secret
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Provenance polynomials

• Provenance annotations of tuples are polynomials over the provenance
annotations of the input tuples

• The provenance annotation of a tuple t is a polynomial describing all
the ways t can be derived from the input tuples
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Provenance polynomials

πcity(σname<name2(πname,city(R) ⋊⋉ ρname→name2(πname,city(R))))

name position city classification prov

John Director New York unclassified t1

Paul Janitor New York restricted t2

Dave Analyst Paris confidential t3

Ellen Field agent Berlin secret t4

Magdalen Double agent Paris top secret t5

Nancy HR director Paris restricted t6

Susan Analyst Berlin secret t7

The provenance annotation of the answer Paris is the polynomial

t3t5 + t3t6 + t5t6
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Provenance polynomials [Green et al., 2007]

There is an universal semiring for provenance, the semiring of provenance
polynomials N[X ] where X is the set of tuple ids of the input database,
and +, ×, 0, 1 are the standard polynomial operators and values.

• Homomorphisms from N[X ] to any semiring K give the semantics of
K-provenance

• Example: the homomorphism mapping all tuple ids to 1 gives the
semantics of counting provenance, the homomorphism mapping all
tuple ids to ⊤ and all sums to ∨ and all products to ∧ gives the
semantics of Boolean provenance, etc.
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Why do we care about provenance polynomials?

• They allow generic semantics for semiring provenance, via the
homorphisms

• They can be represented compactly as provenance circuits

t3 t5 t6

⊗ ⊗ ⊗

⊕ = t3t5 + t3t6 + t5t6
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Why do we care about provenance polynomials?

• The provenance for each output tuples can be computed at query time
as a provenance circuit in PTIME in the size of the input database

• The provenance circuit can be evaluated in PTIME for any semiring K

confidential restricted top secret

max max max

min = confidential
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Extending to semirings with monus [Amer, 1984,
Geerts and Poggi, 2010]

• Some semirings can be equipped with a ⊖ verifying:
• a⊕ (b ⊖ a) = b ⊕ (a⊖ b)

• (a⊖ b)⊖ c = a⊖ (b ⊕ c)

• a⊖ a = 0 ⊖ a = 0

• Boolean function semiring with a ∧ ¬b, Why-semiring with set \,
counting semiring with truncated difference, . . .

• Allows supporting full relational algebra with the \ operator, still
PTIME
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Difference

Provenance annotations of diff-ed tuples are ⊖-ed

πcity(σends-with(position,“agent”)(R)) \ πcity(σposition=“Analyst”(R))

name position city classification prov

John Director New York unclassified t1

Paul Janitor New York restricted t2

Dave Analyst Paris confidential t3

Ellen Field agent Berlin secret t4

Magdalen Double agent Paris top secret t5

Nancy HR director Paris restricted t6

Susan Analyst Berlin secret t7

city prov

Paris t5 ⊖ t3

Berlin t4 ⊖ t7
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Provenance for aggregates
[Amsterdamer et al., 2011, Fink et al., 2012]

• Trickier to define provenance for queries with aggregation, even in the
Boolean case

• One can construct a K -semimodule K ∗M for each monoid
aggregate M over a provenance database with a semiring in K

• Data values become elements of the semimodule

count(πname(σcity=“Paris”(R)))

t3 ∗ 1 + t5 ∗ 1 + t6 ∗ 1
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Graph Semiring Provenance



Queries over graphs – routing in road graphs

Data: graphs are annotated with distances (time, physical distance)

Queries: distance between two nodes, nodes being at most at a given
distance from a source node

Algorithms: the classic Dijkstra’s algorithm, with optimizations for quick
answers (contraction hierarchies) – linear in the size of the graph
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Queries over graphs – regular pattern queries

Data: graphs are annotated with labels (relationships, types of transport
links, etc.)

Queries: pairs of nodes which can be reachable via a path having chain of
annotations belonging to the language of a given regular expression

Algorithms: reachability on the product graph between the automaton and
the graph – quadratic in the size of the graph
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Graph Databases

Graph databases: systems for managing graph-like data

• application in network analysis, transport networks, Semantic Web

Querying on graphs:

• SPARQL, Cypher: usually pattern-matching

• recently, navigational queries (reachability, regular pattern queries)
[ISO SC32 / WG3, ]

How can we generalize (semiring) provenance to graphs?
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Graph Databases with Provenance [Ramusat et al., 2018]

Definition (Graph Database with Provenance)
A graph database with provenance indication (V ,E , λ,w) over some
semiring (K,⊕,⊗, 0, 1) is an edge-labeled directed graph (V ,E , λ)

together with a weight function w : E → K.
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Graph Databases with Provenance [Ramusat et al., 2018]

Definition (Path Provenance)
Let G be a graph database with provenance indication over some
semiring K. The provenance between x and y , for x and y two vertices
of G is defined as the (possibly infinite) sum:

provK(G )(x , y) := w [Pxy (G )] =
⊕

π∈Pxy (G)

w [π].

Weight of a path π in G: w [π] :=
l⊗

i=1
w [ei ]
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Graph Databases with Provenance – Example

s

u

v

t

a, p1 b, p2

a, p3 b, p4

c, p5

provK(G )(s, t) = (p1 ⊗ p2)⊕ (p3 ⊗ p4)⊕ (p1 ⊗ p5 ⊗ p4)
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Graph Databases with Provenance – Semantics

Semiring provenance in graphs:

• ⊗ encodes an operation aggregating the edges of a given path

• ⊕ encodes the alternative between different paths

• provenance between x and y is then taking into account all
alternative paths between x and y
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Graph ExampleWorking Example (Tropical Semiring)

u

s t

v

2, road

1, highway

1, road

10, road

3, road
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• What is the minimum travel time between s and t? (tropical)

• What is the total number of paths between s and t? (counting)

• What are the best two travel times? (top-k)
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Graph Example

Working Example (k-Feature Semiring)

u

s t

v

h Æ 4

h Æ 2.10

h Æ 2.10, charging station

There exists a path from s to t going through a charging station.
There exists another one permitting 3m high vehicles to reach t.

10/57

• Travel time of 3 meter high vehicles? (k-feature)

• Travel time of vehicles needing charging stations? (k-feature)
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Graph Databases with Provenance – Semantics

How to Deal with Infinite Sums?

• Reasons for infiniteness are cycles:
æ Syntactically, star semirings are enough!

s r

b

ta c

• Semantic restrictions:
æ But in star semirings, aú is not always m

iœN ai , even if infinite sums are
well-defined.
æ Moreover, we want e.g., abúc = a

!m
iœN bi" c = m

iœN abic .

25/57

Provenance of the pair (s, t):

• reason for infinite sum – cycles

• syntactically, star semirings are enough

• interesting conceptually, but not very efficient computationally
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Types of Semirings (continued)

k-closed: ∀a ∈ K,
⊕k+1

i=0 ai =
⊕k

i=0 a
i , also can define absorptive (0-closed)

• e.g.: tropical, Viterbi, Boolean, k-feature are absorptive; top-k semiring is
(k − 1)-closed

Star semiring: add unary star operator ∗ s.t. a∗ = 1 ⊕ (a⊗ a∗) = 1 ⊕ (a∗ ⊗ a)

• e.g.: for absorptive semirings a∗ = 1, for k-closed a∗ =
⊕k

i=0 a
i
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Graph Databases with Provenance – Semantics

How to Deal with Infinite Sums?

• Reasons for infiniteness are cycles:
æ Syntactically, star semirings are enough!

s r tabúc

• Semantic restrictions:
æ But in star semirings, aú is not always m

iœN ai , even if infinite sums are
well-defined.
æ Moreover, we want e.g., abúc = a

!m
iœN bi" c = m

iœN abic .

25/57

Provenance of the pair (s, t):

• only finite when the star is defined and a∗ =
⊕∞

i=0 a
i

• also want ab∗c = a(
⊕∞

i=0 a
i )c =

⊕∞
i=0 ab

ic

⇒ c-complete star semirings (or ω-complete...)

• Still efficient but varies depending on the semiring!:
tropical/Vitterbi are linear, top-k is exponential, . . .
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Graph Databases with Provenance – Semantics of Semirings

Tropical semiring: length of shortest path between s and t.

Viterbi semiring: probability of most likely path between s and t.

Top-k semiring: lengths of k shortest paths between s and t.

Counting semiring: total number of paths between s and t, edge weights
being interpreted as number of edges between two vertices.

Boolean semiring: existence of a path between s and t, depending on
the existence of edges denoted by their Boolean weights.

k-feature semiring: minimum feature value along each dimension of all
paths between s and t; if min and max are exchanged,
maximum feature value along some path from s to t.
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Implementing Provenance in
DBMS



Provenance in DBMS

Many systems for provenance in databases, e.g.
Perm [Glavic and Alonso, 2009], GProM [Arab et al., 2018], . . .

• most recent is ProvSQL [Sen et al., 2026], a PostgreSQL extension
for semiring provenance

ProvSQL:

• supports any semiring provenance, including aggregates and difference

• efficient algorithms for provenance computation via query rewriting
and provenance circuits

• open-source and available at https://provsql.org/ – try it,
tutorial available!

50/56

https://provsql.org/


ProvSQL: Annotated Tables

Generic annotations for tuples, e.g. t1, t2, . . . via a prov column and
UUIDs for tuples

Generic provenance computation via query rewriting and keeping circuits
representations of provenance in the prov column of query results

13/23

Introduction Semiring Provenance Implementation in ProvSQL Benchmarks References

Provenance tracking

Relation_i

attr_1 ...                 attr_n 

a1 ...              n1

a2 ...              n2

a3 ...              n3

   ...      ...              ...

UDF(s)

PostgreSQL
query

evaluator

Database

ProvSQL
attributes
(UUIDv4)
UUID
UUID
UUID
...

tuples provenance
UUIDv5

UUIDv5

Result:

IP
C

PostgreSQL 
Worker
Process

mmap-ed files

Provenance circuits  in universal m-semiring

UUIDv5
nodes

UUIDv4
leaf nodes

Calls UDF(s)
provided by
ProvSQL
Queries the
database.

User

Rewriting Rules 

Query rewriting

PostgreSQL
Backend
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ProvSQL: Query Rewriting

From
SELECT DISTINCT p1.city
FROM personnel p1 JOIN personnel p2
ON p1.city = p2.city AND p1.id < p2.id

to
SELECT DISTINCT p1.city, PROVENANCE() as prov
FROM personnel p1 JOIN personnel p2
ON p1.city = p2.city AND p1.id < p2.id
GROUP BY p1.city

Rewrite the query as an aggregation via a
PROVENANCE UDF:

• each tuple in the original query → the
provenance is the aggregation of the
semiring rules for that tuple

12/23

Introduction Semiring Provenance Implementation in ProvSQL Benchmarks References

Query rewriting

Rewriting Rules 
(Applied recursively bottom up)

 (language of
extended relational algebra
queries of arity )

Result
+

provenance

Result
+

provenance
Equivalent

PostgreSQL

query evaluator

Annotated
Relations

 algebra

Query rewriting

52/56



Using Provenance for
Explainability



LRP with Semiring Provenance [Groudiev et al., 2025]

• LRP (Layer-wise Relevance Propagation) [Bach et al., 2015]: explain
a neural network by propagating output relevance backward to input
features using weighted contributions

• Extension: replace real arithmetic with semiring operations (K,⊕,⊗)
• Forward pass: annotate each neuron with a semiring element
• Backward pass: propagate relevance via ⊕ (aggregation) and ⊗

(weighting)

Extending Layer-wise Relevance Propagation in Neural Networks
using Semiring Annotations

Antoine Groudiev
Computer Science Department,
École Normale Supérieure, PSL

Paris, France
antoine.groudiev@ens.psl.eu

Arkaprava Saha
Université Grenoble Alpes, CNRS,

Grenoble INP, LIG
Grenoble, France

arkaprava.saha@univ-grenoble-
alpes.fr

Silviu Maniu
Université Grenoble Alpes, CNRS,

Grenoble INP, LIG
Grenoble, France

silviu.maniu@univ-grenoble-alpes.fr

Abstract
Recently, neural networks have allowed computers to solve numer-
ous problems in various fields such as natural language processing
and computer vision. Compared to traditional algorithms, machine
learning models have proven to be both more successful and more
difficult to interpret. Neural networks are considered as black boxes
that are unable to easily explain themselves, i.e. justifying the rea-
sons that led them to make a prediction. Layer-wise Relevance
Propagation (LRP) is a technique that has been introduced to ensure
explainability by identifying the input features relevant to the output
choice. In parallel, research in provenance theory has developed
annotation techniques, which can for instance be used to compute
query provenance in databases.

In this paper, we extend LRP propagation rules to semiring-based
provenance annotations of a network and implement semiring-based
propagation rules for computer vision models of different scales. We
show that different semirings lead to different types and granularities
of explanations, and that such techniques can be applied to perform
tasks like image mask computation and neural network pruning.

CCS Concepts
• Computing methodologies→ Neural networks; Algebraic algo-
rithms; • Theory of computation→ Data provenance.
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Semiring, Provenance, Neural Network, Relevance
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1 Introduction
Supervised machine learning is a long-studied field that helps in
solving various real-world problems by using some data comprising
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Figure 1: Illustration of the semiring-based layer-wise relevance
propagation method. The forward pass annotates the neurons
with semiring elements, while the backward pass propagates the
relevance of the output neuron to the input neurons.

inputs with given correct outputs (called training) to predict the
output for completely new inputs (called testing). More recently,
neural networks, which are well-known machine learning models,
have been proven to be successful in solving such problems with
high accuracy. Numerous variants of neural networks have been
proposed for various applications, ranging from simple multilayer
perceptrons (MLPs) for solving general classification and regression
tasks to convolutional neural networks (CNNs) for problems on
images, recurrent neural networks (RNNs) for problems on text
and other sequential inputs, and transformers, which are used to
create complex tools such as large language models (LLMs). The
expressivity of the class of functions generated by neural networks,
combined with the relative simplicity of their training, makes such
models versatile tools for learning the relationship between the
inputs and outputs of a dataset.

However, this versatility comes at the cost of poor interpretability:
a neural network is simply a black box representing a function from
one high-dimensional space to another, but provides no justification
or explanation for a given execution. If metrics like accuracy over
a test set provide confidence in the fact that the model is able to
correctly classify inputs similar to the training set, no guarantee is
given that the model generalizes well. Real-world examples show
that networks can overfit training data or even take shortcuts instead
of learning the intended solution [17]. For the end user to have
confidence in its predictions, a neural network should therefore be
able to highlight the patterns in the input data that it actually learned,
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LRP with Semiring Provenance [Groudiev et al., 2025]

• Same semirings as for graph provenance → different explanation
granularities: Boolean (relevant regions), counting (number of
relevant paths), Viterbi (highest-confidence path)

• Link to provenance: a neural network’s forward pass is a circuit
Extending Layer-wise Relevance Propagation in Neural Networks using Semiring Annotations PW’ 25, June 22–27, 2025, Berlin, Germany

layers. We denote the total number of layers as 𝐿 and the neuron at
position 𝑀 in layer 𝑁 as 𝑂 (𝐿 )𝑀 , with the total number of neurons in layer
𝑁 being 𝑃𝐿 . Layer 1 corresponds to the input to the neural network
and layer 𝐿 to the output. The weights of edges from nodes in layer 𝑁
to those in layer 𝑁+1 are represented as a matrix𝑄 (𝐿,𝐿+1) → R𝑁𝐿↑𝑁𝐿+1 ,
with element 𝑅 (𝐿,𝐿+1)

𝑀 𝑂 denoting the weight of the edge from node 𝑀
in layer 𝑁 to node 𝑆 in layer 𝑁 + 1. Neuron 𝑀 in layer 𝑁 outputs a value
(a.k.a. activation) 𝑇 (𝐿 )𝑀 defined by the following recurrence relation:

𝑇
(𝐿 )
𝑀 =

{
𝑃𝑀 if 𝐿 = 1
𝑄 (𝐿 )

(∑𝑁𝐿↓1
𝑂=0 𝑅 (𝐿↓1)

𝑂 𝑆 (𝐿↓1,𝐿 )
𝑂𝑀

)
otherwise

(1)

Here 𝑈 (𝐿 ) : R𝑁𝐿 ↔ R is a non-linear activation function (e.g. ReLU,
tanh etc.). In order to incorporate node biases within this notation, we
denote the bias of neuron 𝑆 in layer 𝑁 + 1 as 𝑅 (𝐿,𝐿+1)

0𝑂 and set 𝑇 (𝐿 )0 = 1
for 𝑁 → [1, 𝐿]. This is equivalent to inserting a dummy neuron with
index 0 in each layer to serve the purpose of propagating bias to
each neuron in the next layer.

3.2 Neuron Relevance and Semirings
In Layer-wise Relevance Propagation (LRP) [6] explanations are
obtained by propagating the output relevance backwards through the
network while respecting a conservation law. For the 𝑀-th neuron of
layer 𝑁 , LRP introduces the quantity 𝑉

(𝐿 )
𝑀 , called the relevance of the

neuron, which quantifies how much this neuron contributed to the
final classification. A simple way to distribute weights is

𝑇 (𝐿 )
𝑀 =



𝑅 (𝐿 )
𝑀 ↑ 𝑈 [𝑀 = 𝑉 ] if 𝐿 = 𝑊[∑𝑁𝐿+1

𝑂=0
𝑃
(𝐿 )
𝑀 𝑄

(𝐿,𝐿+1)
𝑀 𝑂∑𝑁𝐿

𝑀↗=0 𝑃
(𝐿 )
𝑀↗ 𝑄

(𝐿,𝐿+1)
𝑀↗ 𝑂

]
↑ 𝑇 (𝐿+1)

𝑂 otherwise
(2)

Here 𝑊 [·] is the indicator function (1 if true, 0 otherwise). For the last
layer (𝐿), only the neuron corresponding to the ground truth class 𝑋
is relevant, and its relevance is equal to its activation. For all other
layer, the relevance of a neuron 𝑀 is the sum of the contributions of
this neuron to the ones of the next layer, weighted by the quantity
𝑇
(𝐿 )
𝑀 𝑅𝐿,𝐿+1

𝑀 𝑂 , which models the extent to which neuron 𝑀 contributes
to the activation of neuron 𝑆 in layer 𝑁 + 1. Note that if either the
weight 𝑅 (𝐿,𝐿+1)

𝑀 𝑂 or the activation 𝑇
(𝐿 )
𝑀 is zero, then the neuron 𝑀 does

not contribute to the activation of neuron 𝑆 in layer 𝑁 + 1, and hence
its relevance is zero. The denominator is then added to ensure that
the total relevance is conserved, i.e. the sum of the relevances of all
neurons in layer 𝑁 is equal to the sum of the relevances of all neurons
in layer 𝑁 + 1.

We aim to extend Layer-wise Relevance Propagation by anno-
tating the computational graph of a neural network with semiring
elements. We begin by providing a mathematical definition of a
monoid, using which we define a semiring.

DEFINITION 1 (MONOID). A monoid (K, ↘, 𝑌) is an algebraic
structure composed of a set K, a binary operator ↘ and an element
𝑌 → K, satisfying the following properties:

• ≃𝑇, 𝑍, 𝑎 → K, (𝑇 ↘ 𝑍) ↘ 𝑎 = 𝑇 ↘ (𝑍 ↘ 𝑎)
• ≃𝑇 → K, 𝑇 ↘ 𝑌 = 𝑌 ↘ 𝑇 = 𝑇

The monoid is called commutative if for all 𝑇, 𝑍 → K, 𝑇 ↘ 𝑍 = 𝑍 ↘ 𝑇.
An element 𝑏 → K is called absorbing or annihilating if for all 𝑇 → K,
𝑏 ↘ 𝑇 = 𝑇 ↘ 𝑏 = 𝑏.
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Figure 2: A simple neural network with edges annotated with
real-valued weights (left) and boolean semiring elements (right).

DEFINITION 2 (SEMIRING). A semiring (K, ⇑, ⇓, 0, 1) is an al-
gebraic structure composed of a set K, binary operators ⇑ and ⇓
such that ⇓ distributes over ⇑, satisfying the following properties:

• (K, ⇑, 0) is a commutative monoid.
• (K, ⇓, 1) is a monoid such that 0 is absorbing (annihilating).

We provide four examples of semirings suited for application to
deep neural networks.

EXAMPLE 1 (REAL SEMIRING). (R, +,↑, 0, 1) is a semiring.
While it has no direct interpretation is the context of databases, we
will see that it corresponds to the basic real-valued LRP.

EXAMPLE 2 (BOOLEAN SEMIRING). (B,⇔,↖,⇒,⇐) where B :=
{⇒,⇐} is a semiring. In database provenance, its use is interpreted
as the existence of a path between two vertices, using edge weights
as the number of different paths between two adjacent vertices.

EXAMPLE 3 (COUNTING SEMIRING). (N, +,↑, 0, 1) is a semir-
ing. For a non-cyclic graph database, its use allows to compute the
total number of paths between two vertices, using edge weights as
the number of different paths between two adjacent vertices.

EXAMPLE 4 (VITERBI SEMIRING). ( [0, 1],max,↑, 0, 1) is a semir-
ing. For a non-cyclic graph database where the annotations are
interpreted as a confidence measure, its use allows to compute the
confidence score of the result of a query.

Similar to the classic LRP [6], we can express semiring layer-wise
relevance in terms of messages sent to neurons of the previous layers.
We denote by 𝑉

(𝐿,𝐿+1)
𝑀↙𝑂 the message received by neuron 𝑀 in layer 𝑁

from neuron 𝑆 in layer 𝑁 +1. Note that the messages are directed from
a neuron towards its input neurons, in contrast to what happens at
prediction time. Specifically, we define the relevance of a neuron as
the sum (w.r.t. the addition operator of the semiring) of its incoming
messages, except for those in the output layer whose relevance is
simply whether or not they correspond to the ground truth class 𝑋
for the input x. This definition is formalized below.

DEFINITION 3 (NEURON RELEVANCE). The relevance of neu-
ron 𝑀 in layer 𝑁 w.r.t. semiring (K, ⇑, ⇓, 0, 1) is defined as

𝑇 (𝐿 )
𝑀 =

{
I[𝑀 = 𝑉 ] if 𝐿 = 𝑊⊕𝑁𝐿+1

𝑂=0 𝑇 (𝐿,𝐿+1)
𝑀↙𝑂 otherwise

(3)

where I[·] is the indicator function (1 if true, 0 otherwise).

Intuitively, (3) can be interpreted in two ways, as illustrated in
Figure 2. Firstly, it can be seen as the abstraction of an LRP compu-
tation using formal semiring elements. Computing relevance w.r.t.
(K, ⇑, ⇓, 0, 1) for an execution of the network results in an abstract
formula in terms of elements of K and operations ⇑ and ⇓. While
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Figure 5: Input image and counting relevance for the output
neuron 0 for 𝐿 = 10→9. Highest relevance is 2098.

Figure 6: Input image and Viterbi relevance for the output neu-
ron 0.

Figure 7: Input image and relevance for the class "castle" of
the VGG-16 network.

input to output neurons appears to be roughly the same, making the
final result (Figure 5) qualitatively similar to Figure 4.

The Viterbi semiring replaces the + operator of the real and count-
ing semirings by a max operator. In a context where neurons can
have the same weighted sum of relevance, taking the maximum of
the relevance emphasizes the most important neurons, giving a more
contrasted visualization than classical LRP, as shown in Figure 6.

5.3 Results on the VGG-16 Network
Figure 7 shows a visualization of the relevance (real semiring) for
the VGG-16 network over an image of the class "castle". Note that
the castle part of the image is highlighted in red as intended. Further-
more, both the street sign and the street light have strong negative
relevance; those two objects correspond to other classes of the Im-
ageNet dataset (street sign (919) and traffic light (920)).
Those two elements of the image would have positive relevance for
LRP starting from the output neurons 919 and 920.

Figure 8: Boolean relevance of the class castle.

Figure 9: Counting relevance of the class castle.

Figure 10: Viterbi relevance of the class castle for layer 0.

Boolean relevance over VGG-16 (Figure 8) is coherent with re-
sults on the MNIST dataset: it specifies a main zone of importance
in the image, similarly to explanations of tools such as Grad-CAM
[31]. The three channels of the input layer (R, G, B) are aggregated
using OR/AND operations. While classical LRP provides a more
precise explanation by focusing on the contours of the relevant ob-
ject, Boolean relevance selects all the pixels of the object, including
its center. From a human point of view, there is no reason to believe
that the contours of the object are more relevant than the center of
the object. Therefore, Boolean LRP allows for a larger explanation
that is closer to what a human would produce.

The counting semiring (Figure 9) produces an explanation qual-
itatively similar to classical LRP. Compared to classic LRP, the
choice of thresholds limits the propagation of relevance to provide a
more localized explanation. This avoids the inclusion of less relevant
elements such as the street light on top of the image.

The Viterbi semiring relevance appears to scale poorly to deep
convolutional neural networks (Figure 10). Compared to the counting
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Provenance Circuits for Explainability [Zhang et al., 2024]

• PXAI: record model inference as a provenance DAG tracking creation
and transformation of every variable

• Backward trace from output → subgraph of relevant computations;
forward trace from input → what it affects

• Link to provenance: the provenance circuit and a neural network are
the same structure; intersecting forward and backward traces gives a
smaller circuit

Provenance-Enabled Explainable AI 250:9

(a)

Backward trace of 

(b)

Forward trace from 

(c)

Overlapping between 
backward and forward trace

Fig. 5. Examples of backward trace, forward trace and provenance-enabled model inference.

Algorithm 1 Provenance-enabled Model Inference
1: function M!"#$I%&#’#%(#(𝐿, 𝑀, 𝑁_set)
2: 𝐿 → ↑ ↓
3: 𝐿 (𝑀) ↑ backward trace from 𝑀
4: for 𝑁 ↔ 𝑁_set do
5: 𝐿 (𝑁) ↑ forward trace from 𝑁
6: 𝐿 → ↑ 𝐿 → ↗ (𝐿 (𝑀) ↘𝐿 (𝑁))
7: Change values of Input vertices in 𝑁_set
8: 𝑂 → (≃x) ↑ compute the value of 𝑀 in 𝐿 →
9: return 𝑂 → (≃x)

De!nition 4.3 (backward trace). A backward trace result of a vertex 𝑁 , denoted by 𝐿 (𝑁), is
a subgraph of 𝐿 that records all derivations of 𝑁 . Starting from 𝑁 , a backward trace traverses
the provenance graph by recursively calling 𝑁 .predecessors() until it reaches an Input vertex or
Parameter vertex.

De!nition 4.4 (forward trace). A forward trace result of a vertex 𝑁 , denoted by𝐿 (𝑁), is a subgraph
of 𝐿 that 𝑁 contributes to. Starting from 𝑁 , a forward trace traverses the provenance graph by
recursively calling 𝑁 .successors() until it reaches a Output vertex.

Figure 5 (a) presents a backward trace example of an output 𝑂 (≃x). Figure 5 (b) presents a forward
trace example of an input 𝑃 . In the !gures, the solid rounds and red arrows represent the vertices
and edges in 𝐿 (𝑂 (≃x)) and 𝐿 (𝑃).

4.2 Provenance-Enabled Model Inference
Based on the provenance model, we develop a provenance-enabled model inference approach to
accelerate XAI computation. The key intuition is that when the values of some input features are
changed by XAI tools, not all variables within the provenance graph necessarily need to be updated.

Figure 5 shows an example. Given an output 𝑂 (≃x) to explain, an XAI tool generates a sample
≃x→ where only one input feature 𝑃 di"ers from the original input instance ≃x. By overlapping the
backward trace from a source Output vertex and the forward trace from the Input vertex 𝑃 , we
!nd that only the subgraph shown in Figure 5(c) should be updated, and the values of adjacent
vertices of the subgraph can be directly utilized.

Proc. ACM Manag. Data, Vol. 2, No. 6 (SIGMOD), Article 250. Publication date: December 2024.
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Take Aways and Open Issues

• Practical provenance for (graph) database systems is possible, with
rich semantics and efficient algorithms

• Is provenance good for explainability in ML?
• provenance circuits can be quite large in NNs → need for

summarization, abstraction, etc.
• how to evaluate the quality of provenance-based explanations?
• how to present provenance-based explanations to users → provenance

to NL, visualizations, etc.
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